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1. Introduction

A virtual private network is "tunnelled" through a wide area network WAN
like the Internet. That means the network can’t be located on one
physical location like a LAN. However, by using encryption and other
security measures, a VPN can scramble all the data sent through the wide
area network, so the network is "virtually" private.
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2. Setting Up the VPN

On a first time, we have to install “Remote Access”

Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type

Server Sele

Server Roles

Features

Remote Access

Role Services

Select one or more roles to install on the selected server,
Roles

|| Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation
[] DHCP Server
] DNS Server
] Fax Server
| [m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service
] Hyper-v
+| MultiPoint Services (Installed)
[ Metwaork Policy and Access Services
[ [m] Print and Document Services (1 of 4 installed)
| W] Remote Desktop Services (2 of 6 installed)
] volume Activation Services
[] Web Server {lIS)
1 Windows Deployment Services
[ ] Windows Server Essentials Experience
1 Windows Server Update Services

O X

DESTINATICN SERVER
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Description

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
Directfccess provides an Always On
and Always Managed experience,
RAS provides traditional VPN
services, including site-to-site
(branch-office or cloud-based)
connectivity. Web Application Prosy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.
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In “Role Services” category, select “DirectAccess and VPN”.

Fﬁ Add Roles and Features Wizard

Select role services

Before You Begin Select the role services to install for Remote Access

Installation Type Role services

Server Selection I : -
Directccess and VPN (RAS

Server Roles [ Routing

[ Web Application Proxy

Role Services

Web Sarver Role

Role Services

Confirmation

= | x

DESTINATIOMN SERVER
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Description

DirectAccess gives users the
experience of being seamlessly
connected to their corporate
network any time they have Internet
access. With DirectAccess, mobile
computers can be managed any
time the computer has Internet
connectivity, ensuring mobile users
stay up-to-date with security and
system health policies. VPN uses the
connectivity of the Internet plus a
combination of tunnelling and data
encryption technologies to connect
remote clients and remote offices.

< Previous | | Mext »
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On the next steps, you only have to use the default settings.
After that you can look at the screen preview and install the role.

Fﬁ Add Roles and Features Wizard

Before You Begin
Installation Type
Server Selection
Server Roles
Features
Remote Access

Role Services
Web Server Role (IIS)

Role services

Confirmation

Confirm installation selections

— O X

DESTIMATION SERVER
Lykoss1

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Access

Directhccess and VPN [RAS)

Remaote Server Administration Tools
Role Administration Tools
Remote Access Management Tools

Remote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

| Web Senver (115)

Export configuration settings
Specify an alternate source path

< Previous Mext =
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When the functions are installed (sometimes you have to wait few

minutes) you will find on this page the link to the starting up assistant.
Click on “Open the Getting Started Wizard”.

Fﬁ Add Roles and Features Wizard = O

Installation progress i

Lykos51

View installation progress

0 Feature installation

Installation started on LykosS1

Group Policy Management
RAS Connection Manager Administration Kit (CMAK)
Remote Access

DirectAccess and VPN (RAS)
Remote Server Administration Tools

Role Administration Tools

Remote Access Management Tools
Remote Access GUI and Command-Line Tools

Remote Access module for Windows PowerShell

Web Server (11S)

B ananamant Tanlc

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext = Cloze Cancel
—
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A new window is opening, you have to choose “Deploy VPN Only”.

& Configure Remote Access

Welcome to Remote Access
Use the options on this page to configure DirectAccess and VPM.

— Deploy both DirectAccess and VPN (recommended)

Configure Directfccess and YPM on the server, and enable Directfccess client computers. Allow
remote client computers not supported for DirectAccess to connect over VPN,

— Deploy DirectAccess only

Configure Directfeccess on the server, and enable Directficcess client computers.

—» Deploy VPN only
Configure VPM using the Routing and Remote Access console. Remote client computers can
connect over VPN, and multiple sites can be connected using VPM site-te-site connections. VPN
can be used by clients not supported for DirectAccess.

Edy BELAFRADJI Training Period All Secure Ltd



That opens the management console to Routing and Remote Access.

E Routing and Remote Access = O x

File Action View Help

= 5 HE

E Reuting and Remote Access Routing and Remote Access
% Server Status
> [@ LYKOSS1 (local) Welcome to Routing and Remote Access

Routing and Remote Access provides secure remote access to private networks.

Use Routing and remote access to configure the following:
* A zecure connection between two private networks.

* A Virtual Private Network (WPN) gateway.

s A Dial-up remote access server.

* Network address translation (NAT).

* LAN routing.

» A basic firewall.

To add a Routing and Remote Access server, on the Action menu, click Add Server.

Done
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Right click your server’s name and select “Configure and Enable Routing

E Routing and Remote Access = O x

File Action View Help
=5

E Routing and Remote Access Routing and Remote Access

% Server Status

@ LYKOS551 (local) Mfnfonen o Macbies —ed Bosente Accagg
Configure and Enable Routing and Remote Access

emote access to private networks.
Disable Routing and Remote Access

1e following:
All Tasks v tworks.
Delete
Refresh
Properties
Help

. on the Action menu, click Add Server.

'*'Configures Routing and Remote Access for the selected server

and Remote Access”.

Select “Custom configuration”.

File Action View|

@ |5 Hb
— - Configuration 1
2 Routing and Rem You can enable any of the following combinations of services, or you can ;

% Server Status customize this server.
% LYKOSS1 (o

Routing and Remote Access Server Setup Wizard

" Bemote access (dial-up or VPN) networks.
Allow remote clients to connect to this server through ether a dial-up connection or a
secure vitual private network (WVPN) Intemet connection.

" Metwork address translation (NAT)

Allow intemal clients to connect to the Intemet using one public P address.

™ Virtual private network (VPM) access and NAT
Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remote netwarle, such as a branch office. k Add Server.

Select any combination of the features available in Routing and Remote Access.

=
]
W
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Here, you have to select the “VPN Access” service to activate it.
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= Reouting and Remote Access

File Action View|

= E

E Routing and Rerr|
% Server Status

Routing and Remote Access Server Setup Wizard

Custom Configuration

When this wizard closes, you can corfigure the selected services in the Routing

and Remote Access console.

) LYKOSS1 (lo

Select th

that you want to enable on this server.

[ Dialup access
[ Demand-dial connections { used for branch office routing )
[T NAT

™ LAN routing

networks.

k Add Server.

Cancel
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A new window appears to recap the services you could use.

B Rout ng and Remote Access
File Action Viewi _ ]

- B Routing and Re
% Server Status
®) LYKDSS1 (loc

Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup wizard.

| networks.
Routing and Remote Access —
Start the service
The Routing and Remote Access service is ready to use.
Start service l Cancel
: k Add Server.
Ervices
inthe Routing and Remote Access console.
To close this wizard, click Finish.
¢Back | Finish Cancel

If you have a Firewall between your Internet and your Windows server,
you have to open these ports to transfer them to your Windows Server.

For PPTP: 1723 TCP and Protocol 47 GRE (also known as PPTP

Pass-through)

For L2TP on IPSEC: 1701 TCP and 500 UDP

For SSTP: 443 TCP
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GRE; Tunnels GRE are made to help to not keep a state, that means each
termination doesn’t keep information of state or disponibility of the
remove termination. It is used with PPTP

PPTP: Point-a-Point Tunnel Protocol is conceived by Microsoft. It’s on
every machines since Windows 2000.

L2TP: The Layer 2 Tunneling Protocol,based on the point a point protocol
PPP is for sure one of the biggest virtual private network access. It brings
the advantages of L2F and PPTP protocols.

STTP: Secure Socket Tunneling Protocol is a kind of VPN tunnel which
give a mechanism to transport PPP or L2TP to a SSL 3.0 channel.

SSL assure a transport security with keys negotiation, encryption, and
control the datas’ integrity.

Open the “Computer Management”. Users have to be activated for the
distant access to connect to your VPN server.
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If you don’t have a DHCP server around you, you have to add a pool of IP

static addresses. It’s usually the case if you have servers hosted on a
service provider.

On your VPN server’s properties, you can click on IPv4 to activate and
configure the “ static addresses pool”.

S —
:ﬁ' Computer Management

File Action View Help
s | 2EXEGE HE

A Computer Management (Local|| pame
w '[[’é Systern Tools
3 (:'—}TaskScheduIer
- @ Event Viewer

Type Description
'i:' Internet Information S...
%Routing and Remote ... Routing and Remote Ac...  Routing and Remote Ac...

> ] Shared Folders l_‘::@;Ser\rices Starts, stops, and config...

lh_, Local Users and Groups :ﬂWMI Zol Bidensin Routing and Remote Access Properties ? e
5> (R Performance

& Device Manager General Securty IPv4  IPv6  IKEvZ PPP  Logging

~ (25 Storage
Wl Windows Server Backup
= Disk Management
f';} Services and Applications [ IPv4 address assignment -
This server can assign |Pv4 addresses by using:
" Dynamic Host Corfiguration Protocol {DHCP)
¥ Static address pool

¥ Enable |Pv4 Forwarding

_From | To. | Number | IP Addre... | Mask

Add...

MNew IPvd Address Range ? x

Type a stating |P address and either an ending |P address or the number of
addreszes in the range.

Start |P address: 192 .168. 20 . 1
End IP address: 192 163 . 20 . 50|
Number of addresses: 50

< > 0K | Cancel

QK Cancel Apphy

T

In order to users can access to the server, configure an IP address to the
network interface of your server which shared the same subnet than your
addresses static pool.
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