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1. Introduction to DNS 
 
 
 

Domain Name System (DNS) is a service able to translate a domain name into IP addresses. 
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2. Setting up Cisco Umbrella ( new OpenDns) 
 
2.1 Connexion  
 
T​o add a Ne​twork Identity, go to ​Configuration -> Identities -> N​e​tworks ​. 

Click "Add a new network," and choose a descriptive name. 

 

 

Enter the public IP address of the network along with the subnet mask, 
usually a /32 subnet. 
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https://dashboard.umbrella.com/o/2400760/#/configuration/identities/networks
https://dashboard.umbrella.com/o/2400760/#/configuration/identities/networks


 

Once the service accepts your IP address, the network will appear in the 
list at Configuration -> Identities -> Networks . The network will be red for 
the next 90 minutes. After that time, if the network has sent a DNS 
request to Cisco Umbrella, the status would become green and the 
network will be activated. 

 

 

Your network is now configured. Next, point your network’s DNS traffic to 
the Cisco Umbrella. 

 

 

Change your DNS server address for this addresses: 

208.67.222.222     and     208.67.220.220 

While connected to the network that you’ve just configured, browse to 
http://welcome.opendns.com​ . If you have successfully set your public 
DNS to the Cisco Umbrella servers, you will see this confirmation page. 
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http://welcome.opendns.com/


 

2.2 Security policy  

 

Go to Configuration -> Policies  and click the 
icon to create a new policy or select ​Default 
Policy​. 

 

 

 

Select any or all of the identities that you've created in the previous steps. If you chose ​Default 
Policy​, all identities will be selected. 
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You can create new settings or edit the defaults for the following setting types: 

● Category Settings ​- these settings filter types of content based on your Organization's 

acceptable use policies. 

● Security Settings ​- these settings set the types of security settings you'd like to have 

to protect yourself on the internet. 

● Destination Lists ​- If you have particular domains you'd like to allow or block, add 

them to a destination list. There are two by default, ​block​ or ​allow​, and you can 

create more to organize groups of domains. 
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You can customize the block page appearance and optionally choose to allow people the ability 

to bypass sites that were blocked by adding bypass users or codes. 

  

Give your policy a descriptive to remember name easier. For now, leave logging on to make sure 

that everything is working as expected. You can return to this page at any time to change log 

settings. 
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